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Bce npasa 3aliyLeHsbl.
TexHun4eckne aaHHble U cneundukaumnn SBNaTcA obsa3aTenbHbIMK TONBKO B TOM Cllydae, eCrnvi OHU OTAeNbHO

corfnacoBaHbl B 4OroBope B NMUCbMEHHOW (bopme.
COXpaHFleTCFl npaBo Ha BHeCeHNe TeXHNYECKNX N3MEHEHNNA.
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1. O poKymMmeHTe

,D,OKyMeHT onucbiBaeT npouecc aBTOMaTVISMpOBaHHOVI MHCTannAaummn FIJ'IaT(*)OprI.

2. NoaroToBKa K pa3BepTbiBaHUIO nnatdgopmbl IAPE

2.1.

NHcTannauma ansible-malunHbI

Tab6n. 2.1. TexHn4yeckmne TpeboBaHuUA ANA ansible-malwmnHbI

oc

Anep LI OBy (I'B) Xecrkunu guck (I'B)

Centos - 1611 1 2 40

MogrotoBka OpenStack k nHcTannsaumm ansible-malwwmHbi:

Cospgatb npoekT (“tenant’) n nonb3oBatensa (“user’) ¢ COOTBETCTBYHOLUMMWU aaMUHUCTPATUBHBIMM
npaBamu;

CospgaTb BHyTpeHHIot ceTb (“network”) ¢ napametpom Obwas = [a;

Cosgatb mapwpyTusartop (“router”);

Cospatb T1N nHcTaHca (“flavor”) ¢ napameTpamu, ykasaHHbIMK B TpeboBaHusAx ang ansible-malumHbl;
Cospgate rpynny 6GesonacHoctu (“security group”) u gobaBuTb B Hee npaBuna Ang NpoTOKOIOB
TCP/UDP/ICMP/112 (BCe NopTbl AOMXHbI OblTb OTKPbLITHI);

UmnopTtupoBaTh kntoyeByto napy (‘key pair’) ¢ umeHem “ansible”, ncnone3dysa nybnmyHbIn KNty ssh
ana ansible-malmHbI;

“ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC73KPKmMhUAJUo5wO96pRb40TAFpIHBgK6XAdPF
ALYHPSQOeqHjBOiybinGuxHOo+hFuFnFUzfsdaVonuTFKI+PuyZLLDAC8eVxplZDc+uRI6okqyp
SiylIWHOect5UiXXh1f0gBOChOticEnK9ThIR48zUSIAgQODVZ6WaZQG10z2Se21b SDWZfbz19M/KA
GSV6218GTUUQWhLHxS/QkOukjkpX0On69CtMWpKiuBNhL1QtmdmFQfOOmMd3u6urz49quMawoO
009iMxjf5hbAOhK rlIUV5v+DMiOSi0TjSW8X76FbEQ3M5RZ3VGJI0c Ttw48ZZGO+AlgXoryyEhyHR
udTFt Generated-by-Nova”

WHctannsaumsa ansible-mawmHel B OpenStack:

1.

CkonupoBaTtb ansible-obpas ana IAPE Ha koHTponbHyto Hogy OpenStack (Hanpvmep, npu NOMOoLLM
WinSCP).

Ckavatb dpann “OpenStack RC-cann Bepcum 3” u3 rpadudeckoro uHTepdenca OpenStack. u
CKONMpOBaTb €ro Ha KOHTPorbHY Hody OpenStack (Hanpumep, npu nomowm WinSCP).

MopknmounTtecs no ssh Kk KoHTponbHoW Hoge OpenStack (Hanpumep, npu nomowwm Putty) ¢
norvHomM/naponem = root/fai n BbINONHUTL kKOMaHAy “source <RC-file name>.sh”

WmnopTtuposaTh ansible-o6pa3 ¢ noMoLbo KOMaHAabI:
“openstack image create --disk-format raw --container-format bare --public --file <image-file
name>.raw ansible”

CospgaTb 1 3anyctutb ansible-mawmHy B OpenStack Ha ocHoBe MMNopTMpoBaHHOro obpasa u paHee
3aflaHHbIX NapameTpos. [NogkniounTbes No ssh k cosgaHHom ansible-maluvHe (Hanpumep, NPy NOMOLLK
Putty) ¢ normHom/naponem = root/iskratel
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6. BbinonHutb KoHdUrypauuio moayns shade gna pabotbl ansible-mawunHel ¢ OpenStack nyTém

2.2.

N3MEHEHNs1  KOHdurypaumoHHoro dpanmna “~/l.config/openstack/clouds.yml” nog 3HaveHus
napameTpoB, co3aaHHbix B OpenStack paHee.

clouds:
#Name of tenant
mpt-prod:
auth:

#Username and password for login to tenant
username: mpt-user
password: iskratel

#Name of tenant
project_name: mpt-prod
project_domain_name: Default
user_domain_name: Default

#Auth url from openstack keystone
auth_url: http://iotstack.iskrauraltel.ru:5000/v3

CospaHue BUpTyanbHbIX MawuH ana |IAPE B OpenStack

BbinonHuTb KoHurypaumio ansible ponn “create_cluster_OSinstance” nyTém BHeceHus B oann:
“letc/ansible/role/create_cluster_OSinstance/defaults/main.yml|” (B BapuMaHTe C knactepom y3nos)
unn “letc/ansible/role/create_single_OSinstance/vars/main.yml|” (B BapuaHTe C OOUHOYHbLIMU
y3rnamu) 3Ha4yeHu, COOTBETCTBYIOLLMX co3daHHbIM B OpenStack napameTtpam.

# Create network and router

create_nework_component: false

# Create network ( Internal )

SHARED_NETWORK: iape_internal_net

network_subnet : 172.16.37.0/24

network_gateway : 172.16.37.1

network_dns : 8.8.8.8

# Name from router

router_name : iape_router

#Don't change name of external_net if dont change of openstack environment
name_external_net: public_floating_net

S e L L L L e L L
attach_key: false

PUBLIC_KEY: ssh-rsa
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AAAAB3NzaClyc2EAAAADAQABAAABAQCT73kPKmhUAJUo5wO96pRb40TAFpIHBgK6XAdPFA
LyHPSQO0eqgHjBOiybinGuxHOo+hFuFnFUzfsdaVonuTFKI+PuyZLLDAC8eVxplZDc+uRI60kqypSiy
IWHOect5UiXXh1f0gBOChOticEnK9ThIR48zU$

#Instance auth key

KEY_NAME: ansible

# Attach new image on openstack

attach_image: true

# Name of image, attach on openstack or to create instance from this images.

OSIMG: centos7-iape

#lmage Format who need to upload on openstack end attach (ex. raw,qcow2c)

img_format: gcow?2

#Name of security_group

security_group: iape_security_group

e L B L D L L

# Create volume storage

create_volume: true

openstack_availability_zone: nova

openstack volume_device: /dev/vdb

type: volumes_ceph

image_preffix: /opt/SI5000/qcow

export_inventory_file: "/tmp/ansible-hosts.cfg"

vm_parametar:

- { name: cassandra01, cpu: 3, ram: 8192, disk: 50, volumes: 100 }
- { name: cassandra02, cpu: 3, ram: 8192, disk: 50, volumes: 100 }
- { name: cassandra03, cpu: 3, ram: 8192, disk: 50, volumes: 100 }
- { name: zookeeper01, cpu: 2, ram: 3072, disk: 10, volumes: 50 }
- { name: zookeeper02, cpu: 2, ram: 3072, disk: 10, volumes: 50 }
- { name: zookeeper03, cpu: 2, ram: 3072, disk: 10, volumes: 50 }
- { name: skz01, cpu: 8, ram: 20480, disk: 100, volumes: 100 }

- { name: skz02, cpu: 8, ram: 20480, disk: 100, volumes: 100 }

- { name: skz03, cpu: 8, ram: 20480, disk: 100, volumes: 100 }

- { name: esb01, cpu: 3, ram: 6144, disk: 50, volumes: 10 }

- { name: esh02, cpu: 3, ram: 6144, disk: 50, volumes: 10 }

- { name: esb03, cpu: 3, ram: 6144, disk: 50, volumes: 10 }

- { name: apigw01, cpu: 2, ram: 8192, disk: 10, volumes: 20 }

- { name: apigw02, cpu: 2, ram: 8192, disk: 10, volumes: 20 }

- { name: puzzle, cpu: 4, ram: 4096, disk: 30, volumes: 10 }
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- { name: cimrepo, cpu: 4, ram: 8192, disk: 100, volumes: 10 }

vm_parametarl:

- { name: gminer, cpu: 3, ram: 8192, disk: 20 }

- { name: sdp-controller, cpu: 1, ram: 2048, disk: 8 }

- { name: sdp-gateway, cpu: 1, ram: 2048, disk: 8 }

- { name: keycloak, cpu: 2, ram: 8192, disk: 10 }

- { name: monitoring, cpu: 1, ram: 8192, disk: 20 }

- { name: freeipa-replica, cpu: 1, ram: 8192, disk: 8 }
- { name: dns, cpu: 1, ram: 2048, disk: 8 }

- { name: haproxy-master, cpu: 2, ram: 2048, disk: 8 }
- { name: haproxy-backup, cpu: 2, ram: 2048, disk: 8 }
- { name: iapegui, cpu: 1, ram: 8192, disk: 20 }

- { name: elkstack, cpu: 4, ram: 8192, disk: 50 }

nnn

# Create network and router

create_nework _component: false

# Create network ( Internal )

SHARED_NETWORK: iape_internal_net

network_subnet : 172.16.37.0/24

network_gateway : 172.16.37.1

network_dns : 8.8.8.8

# Name from router

router_name : iape_router

#Don't change name of external_net if dont change of openstack environment

name_external_net: public_floating_net

BT R R R R

attach_key: false

PUBLIC_KEY: ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC73kPKmhUAJUo5wO96pRb40TAFpIHBgK6XAdPFA
LyHPSQO0egHjBOiybinGuxHOo+hFuFnFUzfsdaVonuTFKI+PuyZLLDAC8eVxplZDc+uRI6okqypSiy
IWHOect5UiXXh1f0gBOChOticEnK9ThIR48zU$

#Instance auth key

KEY_NAME: ansible

# Attach new image on openstack
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- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:
- { name:

attach_image: true
# Name of image, attach on openstack or to create instance from this images.
OSIMG: centos7-iape
#lmage Format who need to upload on openstack end attach (ex. raw,qcow2c)
img_format: gcow2

#Name of security _group

security_group: iape_security_group

HH R T T
# Create volume storage

create_volume: true

openstack_availability zone: nova

openstack_volume_device: /dev/vdb

type: volumes_ceph

image_ preffix: /opt/SI5000/gcow
export_inventory_file: "/tmp/ansible-hosts.cfg"
vm_parametar:

cassandra , ram: 8192 , cpu: 3, disk: 10, volumes: 20 }
spark, cpu: 3, ram: 8192, disk: 10, volumes: 10 }
zookeeper-kafka, cpu: 2, ram: 3072, disk: 10, volumes: 10 }
esb, cpu: 3, ram: 6144, disk: 10, volumes: 10 }

apigw, cpu: 2, ram: 8192, disk: 10, volumes: 20 }
puzzle, cpu: 4, ram: 4096, disk: 30, volumes: 10 }
gminer, cpu: 3, ram: 8192, disk: 20, volumes: 0 }
sdp-controller, cpu: 1, ram: 2048, disk: 8, volumes: 0 }
sdp-gateway, cpu: 1, ram: 2048, disk: 8, volumes: 0 }
keycloak, cpu: 2, ram: 8192, disk: 10, volumes: 0 }
monitoring, cpu: 1, ram: 8192, disk: 20, volumes: 0 }
dns, cpu: 1, ram: 2048, disk: 8, volumes: 0 }

iapegui, cpu: 1, ram: 8192, disk: 20, volumes: 0 }
cimrepo, cpu: 4, ram: 8192, disk: 100, volumes: 10 }

U3 anpektopun “letc/ansible” 3anyctutb ansible-nnaibyk ona pa3BépTbiBaHUSA BUPTYanbHbIX MaLLWH
IAPE npu nomoLun KoMaHgbl:

- B BapuaHTe C kractepoMm ysnoB - “ansible-playbook createClusterOS.yml”. lNocne ycnewHoro
BbINOMHEHNs 3TOro nNnanbyka B OpenStack AomKHbI MOABUTLCA 27 HOBbLIX BUPTYanbHbIX MaLUWH.

- B BapuaHTe C O4MHOYHbIMM y3ramu - “ansible-playbook createSingleOS.yml”. MNocne ycnewHoro
BbINOMHEHNs 3TOro Nnanbyka B OpenStack AomkHbI NOABUTHCA 14 HOBbLIX BUPTYanbHbIX MaLUWH.
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3. BbinonHutb koHurypaumo ansible-ponn  “lape.freeipa.import”

“letc/ansible/roleliape.freeipa.import/defaults/main.yml”
co3gaHHbiM B OpenStack napameTpam.

NnyTéM BHeceHuss B pann

3HayYeHun, KOTOpble

COOTBETCTBYIOT

# Create network and router

#Name from Tenant

cloud_name: mpt-prod

create_nework_component: false

# Create internal network (set name and subnet)
SHARED_NETWORK: iape_internal_net

network _subnet : 172.16.37.0/24

network_gateway : 72.16.37.1

network_dns : 8.8.8.8

router_name : iape_router

name_external_net: public_floating_net

HH AR R R R R R
HH AR R R R R R
#Create FLAVOR

name_flavor: freeipa

vram: 8192

vepu: 1

vhdd: 20

BHH T S R S S
# Create instance

INSTNAME: freeipa-master

KEY_NAME: ansible

# Attach new image on openstack

attach_image: true

image_prefix: /opt/SI5000/qcow

# Name of image, attach on openstack or which need to attach
OSIMG: freeipa-07122018

BHE R R R R R R R
HH# Test HHAHHHH I R R
#float_ip: 192.168.142.71

HH AR R R R R
#Securiy Group Name

secgr: freeipa_secgr

4. W3 gupektopun “letc/ansible” sanyctutb ansible-nnanbyk ans passépTbiBaHNA BUPTYanbHOW MaLUUHbI

2.3.

KoHdurypauusa OpenStack ansa passéptbiBaHus IAPE

FreelPA npu nomowm komaHabl “ansible-playbook freeipa.yml”. lNocne ycnewHoOro BbIMNONHEHMWS
atoro nnanbyka B OpenStack AgomkHa NosSBUTLCA HOBas BMpTyanbHasd MawuHa ¢ nmeHem “freeipa-
master”.

3ameyaHue: [lnsi eapuaHma paszeepmbigaHusi ¢ 0OUHOYHbLIMU Y3J1aMU 8bINMOJIHEHUE OMuUCaHHbIX
HWwxke nyHkmoe 1. - 8. He mpebyemcs!
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1. Ckavatb ¢pann “OpenStack RC-cpanin Bepcum 3 u3 rpadumyeckoro mHtepgenca OpenStack u
CKOMMpoBaTb €ro Ha KOHTponbHy Hogy OpenStack (Hanpumep, npu nomowm WIinSCP).

2. Tlogkntoumtbess no ssh k KOHTponbHOM Hoge OpenStack (Hanpumep, npu nomowm Putty) c
norvHom/napornem = root/fai n BbINONHUTL KOMaHAY:

# source <RC-file name>.sh

3. CosgaTtb VIP-nopT, BbIMNOMHMB KOMaHAY:

# neutron port-create --name vip-port <internal_interface_name>

4. BblBECTM 3HA4YeHUA <vm_port_id>, BbINOSIHMB KOMaHAbI::

# neutron port-list | grep <internal_ip_from_haproxy1> | awk ‘{print $2}'
# neutron port-list | grep <internal_ip_from_haproxy2> | awk ‘{print $2}'

5. BbiBecTn 3HaueHwue <ip_vip_port>, BbINONHWB KOMaHAy::

# neutron port-list --name vip-port | grep ip_address | awk -F "\"" "{print $8}'

6. [MpucoeamHnTtb VIP-nopT K BUpTYanbHbiM MawunHaMm HA Proxy, BbINOAHWB KOMaHAb!:

# neutron port-update <vm_port_id> --allowed-address-pairs type=dict list=true
ip_address=<ip_vip_port>
# neutron port-update <vm_port_id> --allowed-address-pairs type=dict list=true
ip_address=<ip_vip_port>

7. Cesasatb IP-agpec ¢ VIP-nopTom, BbINONTHUB KOMaHAbI:

# neutron floatingip-create <floating_interface_name>

# neutron floatingip-associate <floating_id> <vip_id>

roe:

- <floating_id> 3HayeHune napameTpa id, nony4yeHHoe 13 BbiIBOAa komMaHAbl "neutron floating-create
- <vip_id> 3HauyeHne napameTpa id, nony4yeHHoOe 13 BbiIBOAA KOMaHAbl "neutron port-create ..." Ha
ware 3.

8. OTknmounTb HacTponkn 6esonacHocTu anst VIP-nopTa, BbINOMHMB KOMaHAbI:
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# neutron port-update <vip_id> --no-security-groups

# neutron port-update <vip_id> --port-security-enabled=false

roe: <vip_id> 3HayeHne napameTpa id, nony4YeHHoe u3 BbiBOAA KOMaHAbl "neutron port-create ..."
Ha ware 3.

9. T[ponucatk IP-agpec cepsepa DNS B ceTeBbIx HacTponkax rpagudeckoro uHtepdenca Openstack

- B uHTepdeiice naHenu ynpaeneHus Openstack B pasgene Networks BblGpaTb BHYTPEHHIOK CETb:

~ 0OpenStack

MIRANTIS | DASHBOARD B mpt it

Project - Networks

il Q + Create Network

e : O Name Subnets Associated Shared Status Admin State Actions
AT m] its-net 192.168.5.0/24 No Active uP EditNetwork | ~

Nef Displaying 1 item

Routers
Orchestration
Object Store

Admin
Identity

Murano

Puc.1. Bknagka Network B rpacmyeckom nHtepdceice Openstack
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- Boibpatb komaHay Edit Subnet gna pegakTupoBaHusa HacTpoek NoaceTy:

~< 0penStack

MIRANTIS

Project

Compute

Network

Orchestration

Object Store

Admin
Identity

Murano

= mpt v
DASHBOARD P

. Network Details: its-net

Network Topology | Name
D
Networks Project ID
Status
Admin State
Shared
External Network
MTU
Provider Network

Routers

Subnets
[0 Name
O | its-net

Displaying 1 tem

Ports

Network Overview

its-net
1545afa7-6e92-42af-8705-3a33b1b64492
3206a9b17cfd4fa0a10cf02d988b0764
Active

upP

No

No

Unknown

Network Type: vian

Physical Network: physnet2
Segmentation ID: 1027

Network Address

192.168.5.0/24

Gateway IP

192.168.5.1

Puc. 2.KoHdurypauus noacetu Openstack

& skopjel v

Edit Network | «

Actions

Edit Subnet | ~

- Ha Bknagke Subnet details, B none DNS name servers Beectu IP-agpec cepsepa DNS n coxpaHutb
HaCTPONKM:

Edit Subnet

e
> Subnet Details

™ Enable DHCP

Allocation Pools @

192.168.5.2,192.168.5.254

DNS Name Servers @ _

Host Routes @

« Back

Specify additional attributes for the subnet

Puc. 3. Hactpoiika IP-agpeca cepBepa DNS
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2.4.

KoHdurypauus ansible gnsa passéptbiBaHus IAPE

M3meHnTb 3HayveHus |IP-agpecoB B dhanne “/etc/ansible/hosts” B cooTBeTCTBUM C BHELWHUMK |P-
agpecamu BMPTyamnbHbIX MalUWH, co3gaHHbix B OpenStack. [ns BapuaHTa C KrnacTepom y3noB
N3MeHeHNs Heobxoaumo AenaTb B pasgene [pipeline], a ans BapuaHTa ¢ OAUHOYHBLIMMK y3riamu - B
pasgene [case2].

Hi# i Ansible Controller
TR R

[ansible]
<ansible_float ip>

S e L L L L L L
SR

B PIPLINE

B R R R R R R R R R R T R R R R R R R R R R R R
S

[pipline]

e e L L e L L L L L S
SR

<dns_float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem
<ipa_float_ip> ansible_ssh_user=centos ansible_ssh_private key_file=/etc/ansible/ansible.pem
<cimrepo_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

<puzzle_float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem
<haproxy01_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

<haproxy02_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem

<skz01 float ip> ansible _ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem
<skz02_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<skz03_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<keycloak_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
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<iapegui_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem
<sdpc_float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem
<sdpg_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<apigw01 float ip> ansible_ssh_user=centos

ansible_ssh_private_key file=/etc/ansible/ansible.pem

<apigw02_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

<monitoring_float_ip> ansible_ssh_user=centos
ansible_ssh_private _key file=/etc/ansible/ansible.pem

<gminer_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<elk_float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem
<cassandraOl float ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem

<cassandra02_float ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem

<cassandra03_float ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

<esb01 float ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem
<esb02_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<esb03_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<zoo01 float ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem
<z0002_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<z0003_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[dns]
<dns_float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem

[ipacli]
<ipa_float_ip> ansible_ssh_user=centos ansible_ssh_private _key file=/etc/ansible/ansible.pem

[cimrepo]
<cimrepo_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[puzzle]
<puzzle_ float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
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[haproxy2node]

<haproxy01_float ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
<haproxy02_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key file=/etc/ansible/ansible.pem
[haproxy-master]

<haproxy01_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key file=/etc/ansible/ansible.pem
[haproxy-backup]

<haproxy02_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

[skz-cluster]

<skz01 float ip> ansible _ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<skz02_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem
<skz03_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[skz01]
<skz01 float ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem

[skz02]
<skz02_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[skz03]
<skz03_ float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[keycloak casel]
<keycloak_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

[iapegui-casel]
<iapegui_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[sdpc-casel]
<sdpc_float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem

[sdpg-casel]
<sdpg_float_ip> ansible_ssh_user=centos ansible_ssh_private _key file=/etc/ansible/ansible.pem
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[api_gw-casel]

<apigw01 float ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
<apigw02_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

[api_gwO01]

<apigw01_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
[api_gw02]

<apigw02_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[monitoring-casel]
<monitoring_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

[EnergyForecast-casel]
<gminer_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[elk-casel]
<elk float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[cassandra-cluster]

<cassandraOl_float ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem
<cassandra02_float ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
<cassandra03_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

[cassandra01]
<cassandraOl_float ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

[cassandra02]
<cassandra02_float ip> ansible_ssh_user=centos
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ansible_ssh_private_key file=/etc/ansible/ansible.pem

[cassandra03]
<cassandra03 float ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[servicemix-cluster]

<esb01 float ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<esb02_float_ip> ansible_ssh_user=centos ansible_ssh_private _key file=/etc/ansible/ansible.pem
<esb03 float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem

[servicemix01]
<esb01 float _ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem

[servicemix02]
<esb02_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem

[servicemix03]
<esb03_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem

[zoo-cluster]

<zo001_float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem
<z0002_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem
<z0003 float_ip> ansible_ssh_user=centos ansible_ssh_private_key file=/etc/ansible/ansible.pem

[zoo1]
<z0001_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[zo02]
<z0002_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

[z003]
<z0003_float_ip> ansible_ssh_user=centos ansible_ssh_private_key_file=/etc/ansible/ansible.pem

e e S e e e e L s
B T R T R R R T R R
H#HHHHHEE CASE 2 #HHEHHHH
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#[case2]

#<dns_float ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
#<ipa_float ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

#<cassandra_float_ip> ansible ssh _user=centos

ansible_ssh_private key file=/etc/ansible/ansible.pem
#<spark float ip> ansible ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
#<zo_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
#<esb_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
#<apigw_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
#<puzzle_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem
#<gminer_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem
#<sdpc_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem
#<sdpg_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem
#t<keycloak float_ip> ansible_ssh_user=centos
ansible_ssh_private_key_file=/etc/ansible/ansible.pem

#<monitoring float_ip> ansible_ssh_user=centos

ansible_ssh_private_key_file=/etc/ansible/ansible.pem
#<iapegui_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
#<cimrepo_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

#[cimrepo]
#t<cimrepo_float_ip> ansible_ssh_user=centos

ansible_ssh_private key file=/etc/ansible/ansible.pem
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#[ipareplica]

#<ipaserv_float_ip> ansible ssh user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem
#<ipacli float ip> ansible ssh _user=centos
ansible_ssh_private _key file=/etc/ansible/ansible.pem

#[ipaserv]
#<ipaserv_float_ip> ansible_ssh_user=centos
ansible_ssh_private_key file=/etc/ansible/ansible.pem

#[ipacli]
#<ipacli_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

#[ kaftka]

#t<kafka_float_ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

#[ zookeeper]

#<zoo_float_ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

#[ spark]
#t<spark_float_ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

#[keycloak]
#t<keycloak_float_ip> ansible_ssh_user=centos

ansible _ssh_private key file=/etc/ansible/ansible.

#[cassandra]

#<cassandra_float_ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

pem

pem

pem

pem

pem
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#[esb]

#<esb float ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

#[elk]
#<elk_float_ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

#[api_gwo1l]
#<apigw_float_ip> ansible_ssh_user=centos

ansible_ssh_private key file=/etc/ansible/ansible.

#[iapegui]
#<iapegui_float_ip> ansible_ssh_user=centos

ansible_ssh_private key file=/etc/ansible/ansible.

#[EnergyForecast]

#<gminer_float_ip> ansible_ssh_user=centos

ansible_ssh_private key file=/etc/ansible/ansible.

#[monitoring]

#<monitoring float_ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

#[sdpc]
#<sdpc_float_ip> ansible_ssh_user=centos

ansible ssh _private key file=/etc/ansible/ansible.

#[sdpg]
#<sdpg_float_ip> ansible_ssh_user=centos

ansible ssh_private key file=/etc/ansible/ansible.

#[puzzle]
#<puzzle_float_ip> ansible_ssh_user=centos
ansible_ssh_private key file=/etc/ansible/ansible.pem

pem

pem

pem

pem

pem

pem

pem

pem
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#[dns]
#<dns_float_ip> ansible_ssh_user=centos ansible_ssh_private key file=/etc/ansible/ansible.pem

BRHHHHHH AR R R R R R

BbinonHuTbL kOHUrypaumto ansible-ponu “iape.named.install” nytém BHeCeHMa N3MeEHeEHUI B dhann
“letc/ansible/role/iape.named.instal/defaults/main.yml|”. Heobxogumo ykasaTb nocnegHwuii OKTeT
IP-agpeca BHyTPEHHEN CeTU 1 BHELUHEN CeTU ANs KaX4oW BUPTYyaribHON MalUUHbl U AN CO34aHHOIo B
OpensStack VIP-nopTa. Hanpumep: ipa: { type: A, last: <nocnedHue okmem>, mac: })

mix_mirror : http://ansible.fuel.its.mak/repo
mix_download_timeout_seconds: 600
mix_install_parent_dir: /opt/SI5000
node_name : 'node_exporter'

node_tgz : {{node_name}}.tar.gz'
node_tgz_url : ‘{{mix_mirror}}/{{node_tgz}}'
hostname: dns.iape.iskrauraltel.ru

# defaults file for dns

#Domain name

domain: iape.iskrauraltel.ru

#Internal reverse domain

rev_domain: 37.16.172.in-addr.arpa
#Floating reverse domain
float_rev_domain: 56.168.192.in-addr.arpa
#Internal subnet for systems

dns_subnet: 172.16.37

#Floating subnet for system
float_dns_subnet: 192.168.56

#Dictionary of hosts.

#Type sets the record type.

#Last sets the last octet of the address.
#MAC is optional. The same dictionary can be used with the DHCP role.

#RECORD FOR INTERNAL NETWORK
records:
#FreelPA

ipa: { type: A, last: 28, mac: }
#DNS node

dns: { type: A, last: "{{ ansible_default_ipv4.address.split(’.)[3] }}" , mac: }
#FreelPA client

cli: { type: A, last: 32, mac: }
#Keycloak

keycloak: { type: A, last: 29, mac: }
#monitoring + elkstack

prometheus: { type: A, last: 22, mac: }
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#Puzzle node

puzzle: { type: A, last: 24, mac: }
#API Gateway cluster

api-gw: { type: A, last: 19, mac: }

api-gw-sec: { type: A, last: 6, mac: }
#SDP controller

sdp-controller: { type: A, last: 4, mac: }
#SDP Gateway

sdp-gateway: { type: A, last: 27, mac: }
#Haproxy nodes

haproxyl: { type: A, last: 31, mac: }

haproxy2: { type: A, last: 20, mac: }
#VIP port

vip: { type: A, last: 3, mac: }

ipa-ha: { type: A, last: 3, mac: }
#IAPE GUI node

ui: { type: A, last: 35, mac: }

orin: { type: A, last: 35, mac: }

analytics: { type: A, last: 35, mac: }
#Cassandra cluster nodes

cassandra01l: { type: A, last: 8, mac: }

cassandra02: { type: A, last: 14, mac: }

cassandra03: { type: A, last: 9, mac: }
#SKZ cluster nodes

spark01: { type: A, last: 11, mac: }

spark02: { type: A, last: 13, mac: }

spark03: { type: A, last: 21, mac: }

kafkaO1: { type: A, last: 11, mac: }

kafka02: { type: A, last: 13, mac: }

kafka03: { type: A, last: 21, mac: }
# Zookeeper

zookeeper01: { type: A, last: 10, mac: }

zookeeper02: { type: A, last: 7, mac: }

zookeeper03: { type: A, last: 5, mac: }
#Apache Service MIX cluster nodes

esbl: { type: A, last: 17, mac: }

esb2: { type: A, last: 12, mac: }

esb3: { type: A, last: 23, mac: }
#Analytics node

gminer01: { type: A, last: 16, mac: }
#CimRepo node

cimrepo: { type: A, last: 25, mac: }
#Monitoring node

monitoring: { type: A, last: 22, mac: }
#Elkstack

elkstack: { type: A, last: 38, mac: }

#RECORD FOR FLOATING NETWORK
float_records:
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#FreelPA
ipa: { type: A, last: 79, mac: }
#DNS node
# dns: { type: A, last: "{{ ansible_default_ipv4.address.split(.")[3] }}" , mac: }
#FreelPA client
cli: { type: A, last: 76, mac: }
#Keycloak
keycloak: { type: A, last: 77, mac: }
#monitoring + elkstack
prometheus: { type: A, last: 57, mac: }
#Puzzle node
puzzle: { type: A, last: 71, mac: }
#API Gateway cluster
api-gw: { type: A, last: 55, mac: }
api-gw-sec: { type: A, last: 96, mac: }
#Haproxy for Api-GW and IAPE GUI (different from internal host)
haproxyapiO1: { type: A, last: 69, mac: }
#SDP controller
sdp-controller: { type: A, last: 58, mac: }
#SDP Gateway
sdp-gateway: { type: A, last: 89, mac: }
#Haproxy nodes (different from internal host)
haproxy01: { type: A, last: 91, mac: }
haproxy02: { type: A, last: 63, mac: }
#VIP port
vip: { type: A, last: 139, mac: }
ipa-ha: { type: A, last: 139, mac: }
#IAPE GUI node
ui: { type: A, last: 84, mac: }
orin: { type: A, last: 84, mac: }
analytics: { type: A, last: 84, mac: }
#Cassandra cluster nodes
cassandra01l.: { type: A, last: 88, mac: }
cassandra02: { type: A, last: 81, mac: }
cassandra03: { type: A, last: 60, mac: }
#SKZ cluster nodes
spark01: { type: A, last: 65, mac: }
spark02: { type: A, last: 85, mac: }
spark03: { type: A, last: 59, mac: }
kafkaO1: { type: A, last: 65, mac: }
kafka02: { type: A, last: 85, mac: }
kafka03: { type: A, last: 59, mac: }
# Zookeeper
zookeeper01: { type: A, last: 66, mac: }
zookeeper02: { type: A, last: 83, mac: }
zookeeper03: { type: A, last: 97, mac: }
#Apache Service MIX cluster nodes
esbl: { type: A, last: 80, mac: }
esb2: { type: A, last: 52, mac: }
esb3: { type: A, last: 82, mac: }
#Analytics node
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gminer01: { type: A, last: 86, mac: }
#CimRepo node

cimrepo01: { type: A, last: 75, mac: }
#Monitoring node

monitoring: { type: A, last: 57, mac: }
#Elkstack

elkstack: { type: A, last: 62, mac: }

#DNS forwarders.
forwarders:
-1.1.11
- 8.8.8.8

[ns BapuaHTa C knactepom ys3nos gobaBuTb BHYTpeHHuN IP-agpec cosgaHHoro B OpenStack VIP-
nopTa B KOHUrypauuoHHble dhannbl
“/etc/ansible/roles/iape.haproxy.master.install/defaults/main.yml”,
“/etc/ansible/roles/iape.haproxy.backup.install/defaults/main.yml”’

ansa ansible-ponen "iape.haproxy.master.install” n “iape.haproxy.backup.install”

# defaults file for ansible-mariadb-galera-haproxy-keepalived
node_mirror : http://ansible.fuel.its.mak/repo
node_download_timeout_seconds: 600
node_install_parent_dir: /opt/SI5000

node_name : 'node_exporter'

node_tgz : '{{node_name}}.tar.gz'

node_tgz_url : ‘{{node_mirror}}/{{node_tgz}}'

# vars file for ansible-haproxy-keepalived

# ip address from vip port (dont work with hostname only with internal ip)
virtual_ip: 172.16.37.15

#internal ip address from haproxy 01 instance

haproxy01: haproxyl.iape.iskrauraltel.ru

#internal ip address from haproxy 02 instance

haproxy02: haproxy2.iape.iskrauraltel.ru

#ESB node internal ip

esb01: esbl.iape.iskrauraltel.ru
esb02: esb2.iape.iskrauraltel.ru
esb03: esh3.iape.iskrauraltel.ru
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#nginx internal ip's

nginx01: esbl.iape.iskrauraltel.ru
nginx02: esb2.iape.iskrauraltel.ru
nginx03: esbh3.iape.iskrauraltel.ru

#MariaDB server's

mariadb01: cassandraOl.iape.iskrauraltel.ru
mariadb02: cassandra02.iape.iskrauraltel.ru
mariadb03: cassandra03.iape.iskrauraltel.ru

#Kafka node

kafkaO1l: kafkaO1l.iape.iskrauraltel.ru
kafka02: kafka02.iape.iskrauraltel.ru
kafka03: kafka03.iape.iskrauraltel.ru

#Zookeeper nodes

z0001: zookeeper01.iape.iskrauraltel.ru
z0002: zookeeper02.iape.iskrauraltel.ru
z0003: zookeeper03.iape.iskrauraltel.ru
#Api-GW node

apigw01: api-gw.iape.iskrauraltel.ru
apigw02: api-gw-sec.iape.iskrauraltel.ru

4. W3 gupektopumn “letc/ansible” 3anyctutb ansible-nnanbyk anst passéptbiBaHna DNS npu nomorum
KomaHabl “ansible-playbook dns.yml”.

5. B rpaduueckom mHTepdence OpenStack BblaennTb BCE UHCTAHCbI, KpoMe DNS, v BbINOMHUTL UX
ropsiuyto nepesarpysky” (“soft reboot”) .
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3. MNMpoueaypa passepTbiBaHUA nnatdopmbl IAPE

3.1. BapwuaHTbl pa3BepTbiBaHus nnatdopmbl IAPE

BapwmaHT pa3sBepTbiBaHUA 1 (C KNnacTepom y3noB)

ApxuTekTypa nnatdopmbl IAPE ¢ knacTepoM y3rioB NpefacTaBfieHa Ha pUCYHKE HUXKE:
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Puc. 2.5. ApxuTtekTypa pa3BepTbiBaHUA NNaTtdopMbl C KInacTepoM y3noB
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BapuaHT pa3BepTbiBaHUA 2 (C OAUHOYHBLIMU Y3NaMHM)

ApxuTekTypa pa3sepTbiBaHus nnaTdopmbl IAPE ¢ 0AMHOYHBIMW Y3raMu NpeacTaBneH Ha PUCYHKE HUXKE:

IAPE Architecture - Compact
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Puc. 2.6. Apxutektypa pa3BepTbiBaHUA NNaTtopMbl C OAMHOYHbLIMU Y3namMmu
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3.2. KomaHpabl ansa passepTtbiBaHus nnatdgopmbl IAPE

KomaHgbl ansa passepTbiBaHus nnatgopmbl IAPE uennkom u ee oTaenbHbIX KOMMOHEHTOB NPUBEAEHbI B
Tabnumuax Hxke. Bce oHM gomkHbI BbIMOMHATLCA Ha ansible-malumHe na gupekropumn “/etc/ansible”.
Ta6n. 1. KomaHabl ana pa3BepTbiBaHUA nnatdopmbl |IAPE Lenukom

HHcmaJmMpyeM;ze KOMIIOHEHTEI KOMaH,ﬂ'a OasT passepwsmaz—mz

Bce KOMIOHEHTE [aT@opMel IAPE
OJId BApMAHTAa apXMTEeKTYPE C
KJIACTEPOM Y3JIOB

ansible-playbook pipline.yml

Bce komMnoHeHTE IAPE 1jid BapMaHTAa
APXUTEKTYPE C OOMHOYHBIMM Y3JIaMU

ansible-playbook case2.yml

Ta6n. 2. KomaHAbl oNa pa3BepTbiBaHUA OTAENbHbLIX KOMMOHEHTOB nnaTtdopmbl IAPE

MHcmaJmeyeme KOMIIOHEHTEI

Ilnos API GW (xJjacTep y3JI0B)
Imros API GW (enmHBDI y3eJI)

BJ] Cassandra single node (enmHED]

y3e)

BI] Cassandra (kjnacrep y3JI0B)

Penozuropmnrt CIMRepo

Skzemnisgp Openstack c
HeOBXOOMMBIMM HAECTPOMKAMA

Eclipse Bepcumm MARS

Crex ELK (Elasticsearch,
Logstash m Kibana)

Monysb aHaaUTHUKI

ServiceMix (enOuHEIT y3eJI)
FreeIPA (emuHEII y3€JI)
Kafkat+Zookeeper (enmuHeni y3eJi)
Kafka (xmacrTep y3JI0B)
Keycloak

Mongysie MOHMTOPMHI'A

ServiceMix (kjacTep y3J10B)

Spark (emmHEDI y3eJ1)

Spark (xkjmacrTep y3JI0B)
Zookeeper (kjacrTep y3JI0B)
Zeppelin

KouTposisiep SDP

Ilriros SDP

KoMannpna ngns pas3BepTEBaHUSA

ansible-playbook
ansible-

api gw.yml

playbook iape.apigwOl.install.yml

ansible-playbook

ansible-playbook
cluster.yml

ansible-playbook
ansible-playbook

ansible-playbook
ansible-playbook

ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook

cassandra.yml

cassandra-

cimrepo.yml

createOSinstance.yml

eclipse-mars.yml
elkstack.yml

EnergyForecast.yml
esb.yml
freeipa.yml
kafka.yml
kafkaCluster.yml
keycloak.yml

monitoring.yml

servicemixCluster.yml

ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook
ansible-playbook

spark.yml

spark-cluster.yml

zookeeperCluster.yml

zeppelin.yml
sdp-controller.yml
sdp-gateway.yml
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FreeIPA (OOHOBJIEHME BEPCHIH) ansible-playbook freeipa upgrade.yml
Keycloak (o6HOBIEHME BepCui) ansible-playbook keycloak upgrade.yml
HAproxy u Keepalived (kjsacrep ansible-playbook haproxy2node.yml
Y3JI0OB)
Ilone30BaTEeNBECKMY MHTEPYEic IAPE ansible-playbook iapegui.yml
GUI
Docker m QMiner ansible-

playbook iape.docker.gminer.yml
DNS-cepBep Bind ansible-playbook dns.yml
SKZ (Spark, Skala, Kafka) ansible-

playbook iape.skz.cluster.install.yml

Penimka FreeIPA (KJIMEHT) ansible-playbook ipacli.yml
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3.3. [MpoBepka paboTtbl kKoOMNOoHeHTOB nnatdopmbl IAPE

Mocne 3aBeplieHus pasBepTbiBaHus naketa MO ana IAPE, HyxHO npoBepuTb paboyee COCTOsiHME BCeEX
CEPBMCOB COrMacHO nNpeAcTaBlieHHbIM HWKe WHCTpyKumam. Bce nporpammHoe obecneyeHve Oyget
yCTaHOBMEHO B Ampektoputo /opt/SI5000/, 3a ucknoveHnem naketoB FreelPA, HAproxy, Keepalived, cepepa
HTTPD, DNS-cepBepa Bind n JAVA, KOTOpoe yCTaHaBNMBAOTCA B ANPEKTOPULO /etc.

3.3.1. FreelPA

UTtobbl NpoBepuTb cOCcTOsIHME cepBuca IPA Ha rmaBHOM cepBepe FreelPA, ucnonb3ynte komaHay:
service ipa status

[root@ipa ~]# ipactl status

Directory Service: RUNNING

krbS5kdc Service: RUNNING

kadmin Service: RUNNING

httpd Service: RUNNING

ipa-custodia Service: RUNNING

ntpd Service: RUNNING

pki-tomcatd Service: RUNNING

ipa-otpd Service: RUNNING

ipa: INFO: The_ipactl command was successful

Puc. 2.7. OTBeT oT cepBuca cepBepa FreelPA

Beb-nHTepdeiic FreelPA goctyneH no agpecy B hopmare:
https://cepBep.gomen/ipalui/ (Hanpumep, https://ipa.iape.iskrauraltel.ru/ipa/ui/)

b

P e

Username [ | [ © To login with username and password, enter them in the corresponding fields, then click
Login.

Password | @ To login with Kerberos, please make sure you have valid tickets (obtainable via kinit) and

the browser correctly, then dick Login.
© To login with certificate, please make sure you have valid personal certificate.

Puc. 2.8. FnaBHas cTpaHuua Be6-uHTepdenca cepBepa FreelPA

PekBnanTbl goctyna no ymonydanuto: admin/Freeipal234!


https://ipa.iape.iskrauraltel.ru/ipa/ui/
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3.3.2.

Keycloak

UT06bl NpoBEpPUTL COCTOsIHME cepBirca Ha yane Keycloak, ncnonb3ayiite komaHay:
service keycloak status

[centos@l-1 ~]$ service keycloak status

Redirecting to /bin/systemctl status

® keycloak.service - Keycloak Service
loaded (/etc/systemd/system/keycloak.service; enabled; vendor preset: disabled

Loaded:
Active:
Main PID:
CGroup:

Feb 12 13:
Feb 12 13:
Feb 12 13:
Feb 12 13:
Feb 12 13:
Feb 12 13:
Feb 12 13:
Feb 12 13:
Feb 12 13:
Feb 12 13:

active (running) since Mon 2018-02-12 13:28:16 UIC:
12052
/system.slice/keycloak.service

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

(standalone.sh)

keycloak.service

Imin 51s ago

12052 /bin/sh /etc/keycloak/bin/standalone.sh -b 0.0.0.0

12101 java -D[Standalone] -server -Xmsé4m

38
38
38
38
38
38
38
38
38
38

1-1
1-1
1-1
1-1
L=l
1-1
1-1
1-1
1-1
1-1

standalone.
standalone.
standalone.
standalone.
standalone.
standalone.
standalone.
standalone.
standalone.
standalone.
Hint: Some lines were ellipsized,

sh[12052]:
sh[12052]:
sh[12052]:
sh[12052]:
sh[12052]:
sh[12052]:
sh[12052]:
sh[12052]:
sh[12052]:
sh[12052]:
use -1 to show in full.

13:28:38,531 INFO [org.
8,532 INFO [org.
8,532 INFO [org.
8,532 INFO [org.
8,650 INFO [org.
8,703 INFO [org.
8,777 INFO [oxg.
[org.
[oxg.
[oxg.

jboss.resteasy.resteasy jaxrs.ilSn] (ServerService Thread
jboss.resteasy.resteasy jaxrs.il8n] (ServerService Thread
jboss.resteasy.resteasy jaxrs.il8n] (ServerService Thread
jboss.resteasy.resteasy jaxrs.ilsn] (ServerService Thread
wildfly.extension.undertow] (ServerService Thread Pool —-

Puc. 2.9. OTBeT o1 cepBuca Keycloak

Pool
Pool
Pool
Pool

51) WFLYUT0021: Regis.
jboss.as.server] (ServerService Thread Pool -- 45) WFLYSRV0010: Deployed "keycl...ver.war")
jboss.as.server] (Controller Boot Thread) WELYSRV0212: Resuming server

jboss.as] (Controller Boot Thread) WFLYSRVO060: Http management interface liste...anagement
jboss.as] (Controller Boot Thread) WFLYSRVOO0S51: Admin console listening on http.
jboss.as] (Controller Boot Thread) WFLYSRV0025: Keycloak 3.4.1.Final

Mnu npoBepbTe cocTosiHMe Yepes Beb-MHTepderic, AOCTYNHbIN NO agpecam B hopmare:
http://localhost:8080 nnu
https://hostname:8443/auth (Hanpumep, https://keycloak.iape.iskrauraltel.ru:8443/auth)
PekBnaunTbl goctyna no ymonyanuto: admin/Keycloak1234!

51)
51)
51)
51)

-Xmx512m -XX:MetaspaceSize=96M -XX:MaxMetaspaceSize=256m -Djava.net.preferIPv4Stack=true -Djboss.mo...

RESTEASYO. ..plication
RESTEASYO...plication
RESTEASYO...plication
RESTEASYO...plication

.t-server'

0.1:9990

(WildFly C...n-demand)

MpumevaHune. YTobbl NONy4MTb 4OCTYN K BEG-MHTEPdENCY, HY)KHO MMNOPTUPOBATL

ceptudukaTt FreelPA B Beb-6pay3ep knueHTa.

« =

«‘ﬂ‘ T Welcome to Keycloak X l + v

O @

(D 192.168.142.76:2020/auth

CLOA

Welcome to Keycloak

You need local access to create the initial admin user. Open http

add-user-keycloak script.

Documentation | Administration Console

Keycloak Project | Mailing List | Report an issue

| JBcss Community

Puc. 2.10. FTnaBHas ctpaHuua Keycloak

//localhost:8080/auth or use the


http://localhost:8080/
https://keycloak.iape.iskrauraltel.ru:8443/auth
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3.3.3. Cassandra

YT06LI NpoBEpUTL cocTosiHMe cepBuca Bl Cassandra, ucnonb3ynte KOMaHay:
service cassandra.service status

[centos@l-1 system]$ S
Redirecting to /bin/systemctl status cassandra.service.service
e c .service - Ca

Loaded: loaded (/etc/systemd/system/cassandra.service; enabled; vendor preset: disabled)

Active: active (running) since Mon 2018-02-12 13:51:26 UIC; lmin 18s ago
Main PID: 22432 (java)

CGroup: /system.slice/cassandra.service

L 22432 java -ea -javaagent:/etc/cassandra/bin/../lib/jamm-0.3.0.jar -XX:+CMSClassUnloadingEnabled -XX:+UseThreadPriorities -XX:ThreadPriorityP...

Feb 12 13:5 cassandra[22389]: INFO 13:51:32 Loading org.apache.cassandra.config.CFMetaData@flaffc7[cfId=8826e8e9-e16a-3728-8753-3bclfc7l...a.db.mars
Feb 12 13:5 cassandra[22389]: INFO 13:51:32 Initializing system traces.events

Feb 12 13:5. cassandra[22389]: INFO 13:51:32 Enqueuing flush of local: 594 (0%) on-heap, 0 (0%) off-heap

Feb 12 13:5 cassandra[22389]: INFO 13:51:32 Writing Memtable-local@179916508 (0.081KiB serialized bytes, 6 ops, 0%/0% of on/off-heap limit)

Feb 12 13:5. cassandra[22389]: INFO 13:51:32 Completed flushing /etc/cassandra/bin/../data/data/system/local-7ad54392bcdd35a684174e047860...n=102594)
Feb 12 13:5 cassandra[22389]: INFO 13:51:32 Enqueuing flush of local: 51462 (0%) on-heap, 0 (0%) off-heap

Feb 12 13:5 cassandra[22389]: INFO 13:51:32 Writing Memtable-local@869698778 (8.349KiB serialized bytes, 259 ops, 0%/0% of on/off-heap limit)

Feb 12 13:5. cassandra[22389]: INFO 13:51:32 Completed flushing /etc/cassandra/bin/../data/data/system/local-7ad54392bcdd35a684174e047860...n=114567)
Feb 12 13:5. cassandra[22389]: INFO 13:51:32 Compacting [SSTableReader (path='/etc/cassandra/bin/../data/data/system/local-7ad54392bcdd35a...ableReade
Feb 12 13:5 cassandra[22389]: INFO 13:51:32 Node localhost/127.0.0.1 state jump to NORMAL

Hint: Some lines were ellipsized, use -1 to show in full.

Puc. 2.11. OTBeT OoT cepBuca cassandra

3.3.4. Ctek ELK

UTtobbl npoBepuTh cocTosiHMe cepBucoB cTeka ELK (Elasticsearch, Logstash u Kibana, ncnonesyiite komaHabl:
service elasticsearch.service status

service filebeat.service status

service kibana.service status

service logstash.service status

Beb-nHtepdenc Kibana goctyneH no agpecy B poopmare:
http://hostname:5601 (Hanpumep, http://elkstack.iape.iskrauraltel.ru:5601)

B & | [3 «ibana XL+ v - a8 X
< > O 0w (D 192.168.142.76:5601/app/kibana * ¥~ 7 e -

Loading Kibana

Puc. 2.12. 'naBHas ctpaHuua Be6-uHtepcpenca Kibana

PekBun3aunTbl 4OCTyNa He HyXHbI, BXxog B BeO-uHTepderic Kibana 6ygeT BbINONIHEH aBTOMAaTUYECKM.


http://hostname:5601/
http://elkstack.iape.iskrauraltel.ru:5601/
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3.3.5. KomnoHeHTb! ServiceMix

YT06bI NpoBepuTb paboTy cepsuca ServiceMix Karaf, ucnonb3ynte komaHay:
systemctl status KARAF-service

[centos@l-1 ~]$ systemctl status KARAF-service
e KARAF-service.service - SYSV: Karaf
Loaded: loaded (/etc/rc.d/init.d/KARAF-service; bad; vendor preset: disabled)
Active: active (exited) since Tue 2018-02-13 07:32:19 UTC; 1min 38s ago
Docs: man:systemd-sysv-generator (8)

Feb 13 07:32:18 1-1 systemd[1l]: Starting SYSV: Karaf...
Feb 13 07:32:19 1-1 KARAF-service[1l2557]: Starting Karaf...
Feb 13 07:32:19 E-l systemd[l]: Started SYSV: Karaf.

Puc. 2.13. OTBeT oT cepBuca ServiceMix Karaf

Ecnu B paboTte cepBuca obHapyxeHbl Npobnemsl, nepedanyctute WnHy ESB ¢ NOMOLLbIO KOMaHAbI:
service KARAF-service start
/etc/init.d/KARAF-service start

unu vyepes Beb-mHTepdpelic yana ESB, gocTynHbIN No agpecy B dopmare:
http://hostname:8181/system/console (Hanpumep, http://esbl.iape.iskrauraltel.ru:8181/system/console)
nnm yepe3s VIP-nopt (http://vip.iape.iskrauraltel.ru:8181/system/console/ )

Apache Karaf Web Console
Bundles

Main OSGi Web Console Log out

SkarafF

Bundle information: 269 bundles in total - all 269 bundles active

% Apply Filter Filter All Reload Install/Update... Refresh Packages

| d Name | Version Category Status | Actions

0 » System Bundle (org.apache.felix.framework) 5.6.2 Active

34 » activeio-core (org.apache.activemg.activeio-core) 3.1.4 Active olels
35 » activemg-blueprint (org.spache.activemg.activemq-blueprint) 5.14.5 Fragment ollela
36 » activemg-camel (org.apache.activemq.activemg-camel) 5.14.5 Active &l
14 » activemgq-karaf (activemg-karaf) 5.14.5 Active ollelE
37 » activemg-osgi (org.apache.activemg.activemg-osgi) 5.14.5 Active olels
38 » activemg-web-console (org.apache.activemg.activemg-web-console) 5.14.5 Active ollela
117 » Apache Apache HttpClient OSGi bundle (org.apache.httpcomponents. httpclient) 4.5.1 Active &l g
118 » Apache Apache HttpCore OSGi bundle (org.apache.httpcomponents. httpcore) 4.4.4 Active é g
39 » Apache Aries Blueprint API (org.apache.aries. blueprint.api) 1.0.1 Active olels
40 » Apache Aries Blueprint CM (org.apache.aries.blueprint.cm) 1.0.9 Active ollels
41 » Apache Aries Blueprint Core (org.apache.aries.blueprint.core) 1.7.1 Active olela
42 » 1.0.0 Fragment Pl

Apache Aries Blueprint Core Compatiblity Fragment Bundle
(org.apache.aries. blueprint.core.compatibility)

43 » Apache Aries JMX API (org.apache.aries.jmx.api) 1.1.5 Active ¢l T
44 » Apache Aries JMX Blueprint API (org.apache.aries.jmx.blueprint.api) - B Active ¢llel@
45 » Apache Aries JMX Blueprint Core (org.apache.aries.jmx.blueprint.core) 1.1.5 Active olelg

Puc. 2.14. 'naBHasa cTpaHuua ServiceMix
Peksunautbl goctyna Karaf no ymonuyanuto: karaf/karaf
Beb-nHtepdenc HAWTIO ana ServiceMIX gocTyneH no agpecy B hopmare:

http://hostname:8181/hawtio (Hanpumep, http://esbl.iape.iskrauraltel.ru:8181/hawtio)
unu vepes VIP-nopt (http://vip.iape.iskrauraltel.ru:8181/hawtio).


http://hostname:8181/system/console
http://esb1.iape.iskrauraltel.ru:8181/system/console
http://vip.iape.iskrauraltel.ru:8181/system/console/
http://vip.iape.iskrauraltel.ru:8181/system/console/
http://hostname:8181/hawtio
http://esb1.iape.iskrauraltel.ru:8181/hawtio
http://vip.iape.iskrauraltel.ru:8181/hawtio
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Username

Password

Puc. 2.

|

B Remember me

15. CtpaHuua Bxoga B HAWTIO

PekBnauntel goctyna HAWTIO no ymonuanwuto: karaf/karaf

Object name

java.lang:type=OperatingSystem

@hawtio (= N
Connect Dashboard Diagnostics  Jetty  JMX Logs OSGi Runtime Terminal Threads
Monitor & Manage
Operating System System CPU Load Java Heap Memory Java Non Heap M
Filter... x o 10e = o )
Property A Value 09-§
08-%
Arch amdé64 v
07-w
Available processors 1 0.6-
0.5-
Committed virtual memory size 2841616384 04- .
03- 06233224)
Free physical memory size 225251328 55
Free swap space size 0 0.1-
0.0+ | |
© Max file descriptor count 4096 863 .864 865
Name Linux

04;22 04523 04;24 04525 04526 04527 04528 04529 04530 04531 04532 04533 0453

Current thread cpu time

Open file descriptor count 502
Current thread user time
1 Process cpu load 1 Daemon thread count
Lull Process cpu time 205750000000 Peak thread count
Lull System cpu load 0 Threadicount
Total started thread count
System load average 3.66 . : : : : : : : ; : ; : :
04:22 04:23 04:24 04:25 04:26 04:27 04:28 04:29 04:30 04:31 04:32 04:33 04:3
Total physical memory size 1928933376

Puc. 2.

16. NaHenb ynpaBneHnsa Hawtio

3.3.6. Kafka n Zookeeper B apxutekType ¢ 04MHOYHLIMU y3namMu

B cnyuyae pasBepTbiBaHUS BapuaHTa pelleHns ¢ OAMHOYHbIMK y3namu moaynu Kafka n Zookeeper gomxHbl
ObITb yCTAHOBMNEHbI HA OAHOW U TON XXe y3ne BUpTyanbHOM MaluuHbl. NMoatomy nnenbyk ana nHctannsauum Kafka
AOMOMHUTENBbHO YCTaAHOBWUT Ha Yy3en euwe u Zookeeper, a nnenbyk Ana wHcTannsumMm Zookeeper
OONONHUTENbHO YCTAHOBUT Ha y3en ewe n Kafka.

Yrtobbl NnpoBeputh cocTtosiHme cepsuca Kafka, ncnonbsynte komaHay:
# service kafka status



35/46

ss=true -Xlogge:/etc/kafka/bin/../logs/kafkaSe...

Puc. 2.17. OTBeT oT cepBuca Kafka

YUToObl NpoBEPUTL COCTOSIHME cepBuca Zookeeper, Cnonb3ynTe KoMaHay:
# service zookeeper status

Redirecting to /bin/systemctl status zookeeper.service
® zookeeper.service - Apache Zookeeper server

Loaded:
Active:
Docs:
Main PID:
CGroup:

Feb 13 0
Feb 13 0
Feb 13 0
Feb 13
Feb 13

3.3.7.

loaded (/etc/systemd/system/zookeeper.service; enabled; vendor preset: disabled)

active (running) since Tue 2018-02-13 09:23:33 UTC; 4min 1ls ago

http://zookeeper.apache.org

23358 (java)

/system.slice/zookeeper.service

L 23358 java -Dzookeeper.log.dir=. -Dzookeeper.root.logger=INFO, CONSOLE -cp /etc/zookeeper/bin/../build/classes:/etc/zookeeper/bin/../build/1ib...

systemd[1l]: Starting Apache Zookeeper server...

zkServer.sh[23348]: ZooKeeper JMX enabled by default
zkServer.sh[23348]: Using config: /etc/zookeeper/bin/../conf/zoo.cfg
zkServer.sh[23348]: Starting zookeeper ... STARTED

systemd[1l]: Started Apache Zookeeper server.

Puc. 2.18. OTBeT oT cepBuca Zookeeper

MOAyﬂM MOHUTOPUHIa

YToO6bI nony4YnTb CTaTyC 3KCNopTepa y3rnoB, UCNONb3ynTe KOMaHAay:
#systemctl status node exporter.service

UTto6bl nonyunTb cTaTyc jmx exporterd, ncnonb3ynte KOMaHay:
#systemctl status jmx exporterd

UTtobbl nony4nTh cTaTyc cepBuca prometheus, ncnonb3ynTe KOMaHay:
#systemctl status prometheus.service

Beb-uHTepdeiic Prometheus goctyneH no agpecy B popmaTe:
http://hostname:9090/graph (Hanpumep, http://monitoring.iape.iskrauraltel.ru:9090/graph)


http://hostname:9090/graph
http://monitoring.iape.iskrauraltel.ru:9090/graph
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Prometheus

Alets  Graph  Status~  Help

Execute ‘ - insert metric at cursor - v

- insert metric at cursor - -

Graph | Ci

Element

no data

Add Graph

go_gc_duration_seconds
go_gc_duration_seconds_count
go_gc_duration_seconds_sum
go_goroutines

go_info

go_memstats_alloc_bytes
go_memstats_alloc_bytes_total
go_memstats_buck_hash_sys_bytes
go_memstats_frees_total
go_memstats_gc_cpu_fraction
go_memstats_gc_sys_bytes
go_memstats_heap_alloc_bytes
go_memstats_heap_idle_bytes
go_memstats_heap_inuse_bytes
go_memstats_heap_objects
go_memstats_heap_released_bytes
go_memstats_heap_released_bytes_total
go_memstats_heap_sys_bytes
go_memstats_last_gc_time_seconds -

Puc. 2.19. NnaBHas cTpaHuua Prometheus

YTtobbl nonyunte cTatyc Grafana, ncnonb3ynte komaHay:
#systemctl status grafana-server.service

Grafana

Value

Login Sign up

User

Password

Login

Forgot your password?

Puc. 2.20. F'naBHas ctpaHuua Grafana

Beb-uHTepdpeiic yana wnto3a SDP gocTtyneH no agpecy B doopmare:
https://sdp-gateway.iape.iskrauraltel.ru/grafana/

PekBuaunTbl goctyna no ymondanuto: admin/admin

Remove Graph


https://sdp-gateway.iape.iskrauraltel.ru/grafana/

37146

IP-agpec knueHTa, KOTOPbIN UCMoNb3yeTcs Ans 3anycka Grafana.

Mpumeyanue. Mepeq 3anyckom Grafana nponuwunTe B Tabnuuax dariepeona Ha wno3se SPD

3.3.8.  Ysen Spark

YUTto6bl NONyunTb CcTaTyc y3na spark, ucnonb3ymnte KomaHay:
# systemctl status spark.service

[centos@l-1 spark-1.6.1]$ service spark status

Redirecting to /bin/systemctl status spark.service

® spark.service - Spark Master node
Loaded: loaded (/etc/systemd/system/spark.service; enabled; vendor preset: disabled)
Active: active (running) since Tue 2018-02-13 12:11:12 UTC; 2min 588 ago

Main PID: 2554 (java)
CGroup: /system.slice/spark.service

L2554 /usr/java/jdkl.8.0_121/jre/bin/java -cp /etc/spark/conf/:/etc/spark/assembly/target/scala-2.10/spark-assembly-1.6.1-hadoop2.2.0.jar:/etc...

Feb 13 12:11:10 1-1 systemd[l]: Starting Spark Master node...
Feb 13 12:11 1-1 start-master.sh[2536]: starting org.apache.spark.deploy.master.Master, logging to /etc/spark/logs/spark-root-org.apache.spark
Feb 13 12:11:12 1-1 systemd[1]: Started Spark Master node.

Hint: Some lines were ellipsized, use -1 to show in full.
= AR STEEE TR

Puc. 2.21. OTBeT oT cepBuca Spark

Beb-nHTepdenc rnaBHOro yana AoCTyneH no agpecy B gopmaTe:
http://hostname:8080 (Hanpumep: http://spark01l.iape.iskrauraltel.ru:8080)

«..1-1-1l.0ut

spoﬂ'g ... Spark Master at spark://spark01:7077

URL: spark://spark01:7077

REST URL: spark://spark01:6066 (ciuster mode)
Alive Workers: 2

Cores in use: 2 Total, 0 Used

Memory in use: 13.3 GB Total, 0.0 B Used
Applications: 0 Running. 0 Completed
Drivers: 0 Running, 0 Completed

Status: ALIVE

Workers

Worker Id Address State Cores
worker-20180516075533-192.168.5.60-46629 192.168.5.60:46629 ALIVE 1 (0 Used)
worker-20180516080842-192.168.5.63-37721 192.168.5.63:37721 ALIVE 1 (0 Used)

Running Applications

Application ID Name Cores Memory per Node Submitted Time User
Completed Applications
Application ID Name Cores Memory per Node Submitted Time User

Puc. 2.22. Be6-nHtepdpenic rmnasHoro ysna Spark

Beb-uHTepdenc nogumHeHHoro ysna spark02 goctyneH no agpecy:
http://spark02.iape.iskrauraltel.ru:8081/

Beb-nHTepdenc nogumHeHHoro y3na spark03 goctyneH no agpecy:
http://spark03.iape.iskrauraltel.ru:8081/

Memory
6.6 GB (0.0 B Used)
6.6 GB (0.0 B Used)

State Duration

State Duration


http://spark02.iape.iskrauraltel.ru:8081/
http://spark02.iape.iskrauraltel.ru:8081/
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spoﬁ'g ... Spark Worker at 172.16.88.61:33232

ID: worker-20181114062951-172.16.88.61-33232
Master URL: spark://172.16.88.60:7077

Cores: 5 (0 Used)

Memory: 14.5 GB (0.0 B Used)

Back to Master

Running Executors (0)

ExecutoriD Cores State Memory Job Details Logs

Puc. 2.23. Be6-uHtepcennc nogumHeHHoro yana Spark

UTtobbl nony4nTh cTaTyc y3na Tonbko cepucoB SparkMeters Ha nepBom y3ne SKZ, ncnone3ynTte KOMaHabl:
# service gis-streamer.service status

# service historic-streamer.service status

# service prediction-streamer.service status

3.3.9. UHTepdenc nonb3oBaHus IAPE GUI
MpeaBapuTenbHble YyCroBUs

YUT106bI NONYy4YMTE 4OCTYN K NONb30BaTENbCKOMY MHTEpPdENcy |IAPE, HyXXHO ykasaTb napameTpbl Be6-goctyna K
IAPE GUI B koHdurypauun Keycloak. PekomeHagyeTcs ykasaTb ceTeBoe nms nitepdenca, a He IP-agpec.

MpumeydaHune. YTobbl NonyyYnTb OCTYN K BEG-MHTEPEENCY, HY>KHO MMMNOPTUPOBATb
ceptudukat FreelPA B Beb-Opay3sep KnmneHTa.

Monb3oBaTtenbckuin Bed-MHTEepdenc AOCTyNeH No aapecy:
https://sdp-gateway.iape.iskrauraltel.ru/orin


https://sdp-gateway.iape.iskrauraltel.ru/orin
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IAPE platform Q @

No IAPE modules are added 5
in your view .

©

111

click on the app drawer and add new modules to your view

%

Copyright © 2018 ITS Software Centre

Puc. 2.24. N'naBHas cTtpaHuua IAPE GUI
PekBnanTbl goctyna no ymonyaHuto: angular-root / Iskratel@1234

Beb-uHTepdernic Mogynsa aHanuTuku AOCTYNeH No agpecy:
https://sdp-gateway.iape.iskrauraltel.ru/analytics
PekBun3auTbl gocTyna no ymonyaHuio: angular-root / Iskratel@1234

3.3.10. HAProxy, Keepalived n HTTPD

UTto6bl npoBeputb paboTy cepaucos HAproxy, Keepalived n HTTPD, ncnonb3ynte kKomaHabl:
# service httpd status

# service haproxy status

# service keepalived status
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[root@api-gw centos]# service haproxy statu

s

Redirecting to /bin/systemctl status haproxy.service

® haproxy.service - HAProxy Load Balancer

Loaded: loaded (/usr/lib/systemd/system/haproxy.service; disabled; vendor preset: disabled)
Active: active (running) since Tue 2018-02-13 13:48:20 UIC; 16s ago

Main PID: 5994 (haproxy-systemd)
CGroup: /system.slice/haproxy.service

5994 /usr/sbin/haproxy-systemd-wrapper -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid
5998 /usr/sbin/haproxy -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid -Ds
6010 /usr/sbin/haproxy -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid -Ds

Feb 13 13:48:20 api-gw.iape.iskrauraltel.ru
Feb 13 13 20 api-gw.iape.iskrauraltel.ru
Feb 13 13:48:20 api-gw.iape.iskrauraltel.ru
Hint: Some lines were Ellipsized, use -1 to

systemd[1l]: Started HAProxy Load Balancer.

systemd[1l]: Starting HAProxy Load Balancer...

haproxy-systemd-wrapper[5994]: haproxy-systemd-wrapper: executing /usr/sbin/haproxy -f /etc/haproxy/hapr...id -Ds
show in full.

Puc. 2.25. OTBeT ¢ AaHHLIMU O COCTOSAHMM OT cepBuca Haproxy

[root@api-gw centos]# service keepalived status

Redirecting to /bin/systemctl status keepalived.service

® keepalived.service - LVS and VRRP High Availability Monitor
Loaded: loaded (/usr/lib/systemd/system/keepalived.service; enabled; vendor preset: disabled)
Active: active (running) since Tue 2018-02-13 13:48:14 UTC; 1lmin 24s ago
Process: 5916 ExecStart=/usr/sbin/keepalived $KEEPALIVED OPTIONS (code=exited, status=0/SUCCESS)

Main PID: 5917 (keepalived)
CGroup: /system.slice/keepalived.servi
5917 /usr/sbin/keepalived -D
5918 /usr/sbin/keepalived -D
5919 /usr/sbin/keepalived -D

Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:14 api-gw.iape.iskrauraltel.
Feb 13 13:48:31 api-gw.iape.iskrauraltel.
Feb 13 13:48:31 api—gw;iape.iskxauxalcel.

ce

Keepalived healthcheckers([5918]: Initializing ipvs 2.6

Keepalived healthcheckers[5918]: Netlink reflector reports IP 192.168.5.16 added

Keepalived healthcheckers[5918]: Netlink reflector reports IP fe80::f816:3eff:feee:6a7f added
Keepalived healthcheckers[5918]: Registering Kernel netlink reflector

Keepalived healthcheckers[5918]: Registering Kernel netlink command channel

Keepalived healthcheckers[5918]: Opening file '/etc/keepalived/keepalived.conf'.

Keepalived healthcheckers[5918]: Configuration is using : 6103 Bytes

Keepalived healthcheckers([5918]: Using LinkWatch kernel netlink reflector...

Keepalived healthcheckers[5918]: Netlink reflector reports IP 192.168.5.16 added

Keepalived vrrp[5919]: Netlink reflector reports IP 192.168.5.16 added

Puc. 2.26. OTBeT c AaHHbLIMU O COCTOSAHMMU OT cepBuca Keepaliveed

3.3.11. LUWno3 API GW

YUTto6bl NnpoBepuTh BCE cepBuchl Wwrto3a APl GW, ncnonb3ynTte KOMaHabl:

S e o o e o e S e b o e SR e e o

service gis-translator.service status
service mdma-translator.service status
service aggregation.service status

service expanded.service status

service graphgl.service status

service measurements.service status

service snmp.service status

service eureka.service status

service real-time.service status

service compoiste-backend-ui.service status
service apigw.service status

service ifttt.service status

service gis-rest.service status

service pred-rest.service status

service widget-rest.service status

service subscription-graphgl.service status
service pki-app.service status

MpumeyaHune. YTobbl NONy4MTb AOCTYN K BEO-MHTEPdENCY, HY)KHO MMNOPTUPOBATL
ceptudmkat FreelPA B BeG-Opay3sep KnmneHTa.

Appec api-gw01: https://api-gw.iape.iskrauraltel.ru:8787/api
Appec api-gw02: https://api-gw-sec.iape.iskrauraltel.ru:8787/api
PekBunauTbl goctyna no ymonyanuio: angular-root / Iskratel@1234


https://api-gw.iape.iskrauraltel.ru:8787/api
https://api-gw.iape.iskrauraltel.ru:8787/api
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Apnpec Swagger01: hitps://api-gw.iape.iskrauraltel.ru:8787/swagger-ui.html
Appec Swagger02: https://api-gw-sec.iape.iskrauraltel.ru:8787/swagger-ui.html

{3} Swagger https://192.168.82.159:8787/swagger-ui/dist/swagger.json Explore

API GW

Some custom description of APL

Created by Iskrauraltel
Apache License Version 2.0.

API-GW : API GW swagger Show/Hide | List Operations | Expand Operations

[ Base urL: / , a1 version: API TOS ]

Puc. 2.27. Be6-uHtepdenc Swagger

Appec EurekaOl: http://api-gw.iape.iskrauraltel.ru:8761/
Appec Eureka02: http://api-gw-sec.iape.iskrauraltel.ru:8761/

Q Spl"ing Eureka HOME  LAST 1000 SINCE STARTUP

System Status

Environment test Current time 2018-11-21708:13:06 +0000
Data center default Uptime 1 day 19:44

Lease expiration enabled true

Renews threshold 23

Renews (last min) 28
DS Replicas

Instances currently registered with Eureka

Application AmIs Availability Zones Status

AGGREGATION nia (1) 1) UP (1) - 172.16.88.72:8085
APIGATEWAY nia (1) 1) UP (1) - 172.16.88.72:8787
COMPOSITE-UI-BACKEND nia (1) ™) UP (1)- 172.16.88.72:8988
EUREKASERVER nia (1) (O] UP (1) - 172.16.88.72:8761
EXPANDED nia (1) ™) UP (1)- 172.16.88.72:8086
Gls nia (1) 1) UP (1) - 172.16.88.72:8084
GISATRANSLATOR nia (1) ™) UP (1) - 172.16.88.72:8002
MDMATRANSLATOR nia (1) 1) UP (1) - 172.16.88.72:8091
MEASUREMENTS nia (1) 1) UP (1)- 172.16.88.72:8081
MEASUREMENTS-GRAPHQL nia (1) ™) UP (1) - 172.16.88.72:8087
PREDICTIONS nia (1) ™) UP (1)- 172.16.88.72:8082

data from api-

Puc. 2.28. Be6-uHtepdcpeic Eureka

3.3.12. Be6-uHTepdenc penosutopus CilMrepo

YTtobbl npoBepuTb paboTy Bcex cepBucos penoautopus CIMrepo, ncnonb3ynTe KOMaHabi:
#systemctl status NMM-IS.service


https://api-gw.iape.iskrauraltel.ru:8787/swagger-ui.html
https://api-gw.iape.iskrauraltel.ru:8787/swagger-ui.html
http://api-gw.iape.iskrauraltel.ru:8761/
http://api-gw.iape.iskrauraltel.ru:8761/
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#systemctl status NMM-IS-SNAPSHOT.service
#systemctl status NMM-LS.service
#systemctl status NMM-LS-SNAPSHOT.service
#systemctl status NMM-ORS.service
#systemctl status NMM-ORS-SNAPSHOT.service
#systemctl status rbac.service

# service nginx status

[root@cimrepo ~]# service nginx status
Redirecting to /bin/systemctl status nginx.service
® nginx.service - The nginx HTTP and reverse proxy server

Apr
Apr
Apr
Apr
Apr
Apr

17
17
17
17
17
17

Loaded:
Active:
Process:
Process:
Process:
Process:
Main PID:
CGroup:

14
14
14
14
14
15

loaded (/usr/lib/systemd/system/nginx.service; enabled; vendor preset: disabled)
active (running) since Tue 2018-04-17 14:58:41 UTC; 1 day 1l6éh ago

29201 ExecReload=/bin/kill -s HUP S$MAINPID (code=exited, status=0/SUCCESS)

26543 ExecStart=/usr/sbin/nginx (code=exited, status=0/SUCCESS)

26541 ExecStartPre=/usr/sbin/nginx -t (code=exited, status=0/SUCCESS)

26539 ExecStartPre=/usr/bin/rm -f /run/nginx.pid (code=exited, status=0/SUCCESS)
26546 (nginx)

/system.slice/nginx.service

t:26546 nginx: master process /usr/sbin/nginx
29205 nginx: worker process

:58:40 cimrepo
:58:40 cimrepo
:58:40 cimrepo
:58:41 cimrepo
:58:41 cimrepo
:11:14 ciErepo

systemd[1l]: Starting The nginx HTTP and reverse proxy Server...

nginx[26541]: nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx[26541]: nginx: configuration file /etc/nginx/nginx.conf test is successful
systemd[1l]: Failed to read PID from file /run/nginx.pid: Invalid argument
systemd[l]: Started The nginx HTTP and reverse proxy server.

systemd([1l]: Reloaded The nginx HTTP and reverse proxy sServer.

Puc. 2.29. OTBeT ¢ 4aHHbLIMU O COCTOSIHMM OT cepBUca Nginx service

Beb-uHTepdeiic penosutopus CIMrepo goctyneH no agpecy B chopMare:
http://<IP_y3na_CIM>:81 (hanpumep, http://cimrepoOl.iape.iskrauraltel.ru:81).

PekBnanTbl goctyna no ymonydanuto: admin@iskratel.com/iskratel


http://cimrepo01.iape.iskrauraltel.ru:81/
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EXPLORER & 17ab PROPERTIES

. @ [ONetwork Model

Username No Properties Available

®

Snapshot

£ SparQL >_ Console £ saL

GetProcessGeoaranhicalReaion l Type y o [nNewta

Puc. 2.30. FnaBHas ctpaHuua Be6-uHTepdenca CiIMrepo

MpepynpexaeHue! Yaen CIMrepo ncnonb3yeT ABa pasHbIX JOMEHHbIX MMEHU B cpefe

/!\ Openstack: ogHO onsa BHYTpPeHero niTepdenca (cimrepo), a Apyroe Ansi NnaBatoLLero
nHTepdenca (cimrepo01). Ytobbl nony4mTb 4OCTYN K BEO-MHTEPENCY, UCMONb3YINTE
OOMEHHOEe MMs A1 NaBalLWero nHTepderica.

3.3.13. Yanbl B knactepe Mariadb-Galera

Knactep Galera (MariaDB) nHctannupyeTtcs Ha y3nbl Cassandra. HyxHO NpoBepuTb COCTOsIHUE CEPBUCOB U NX
NPUHAANEXHOCTb K KnacTepy.

UTtobbl nonyunTb cTaTyc knactepa Galera, ucnonb3ynte kKoMmaHay:
# service mariadb.service status
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[root@cassandra03 ~]# service mariadb status

Redirecting to /bin/systemctl status

mariadb.service

® mariadb.service - MariaDB 10.1.33 database server

Loaded:
Drop-In:

Active:
Docs:

Process:
Process:

loaded (/usr/lib/systemd/system/mariadb.service;

/etc/systemd/system/mariadb.service.d
Lﬂnigraced—from—my.cnf—seccings.conf

active

man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
17875 ExecStartPost=/bin/sh -c systemctl unset-environment WSREP_START POSITION (code=exited, status=0/SUCCESS)

17656 ExecStartPre=/bin/sh -c [ !

(running) since Tue 2018-11-13 11:50:31 UIC;

enabled; vendor preset:

-& /usr/bin/galera_recovery ] && VAR= ||

disabled)

1 weeks 0 days ago

onment WSREP_START POSITION=$VAR || exit 1 (code=exited, stacu;=0/SUCCESS
17653 ExecStartPre=/bin/sh -c systemctl unset-environment _WSREP_START POSITION (code=exited, status=0/SUCCESS)

Process:
Main PID:
Status:
CGroup:

13
13
13
13
13
13
13
13
13
13
Hint:

11:
11:
11:
11:
11:
11:
11:
12:
12:
12:

17758
"Taking

(mysqld)

your SQL requests now..."

/system.slice/mariadb.service

L17758

50:
50:
50:
50:
50:
50:
50:
57:
57:
57:

31
31
31
31
31
31
31
05
05
05

cassandra03.
cassandra03.
cassandra03.
cassandra03.
cassandra03.

cassandra03

cassandra03.
cassandra03.
cassandra03.
Some lines were ellipsized, use -1 to show

[root@cassandra03 ~]#

iape.
iape.
iape.
iape.
iape.

.iape.
cassandra03.

iape.
iape.
iape.
iape.

iskrauraltel.
iskrauraltel.
iskrauraltel.
iskrauraltel.
iskrauraltel.
iskrauraltel.
iskrauraltel.
iskrauraltel.
iskrauraltel.
iskrauraltel.

ru
ra
ra
ru
ru
ra
ru systemd[1]:
ru
ra
ra
in full.

mysqld[17758] :
mysqld[17758] :
mysqld[17758] :
mysqld[17758] :
mysqld[17758] :
mysqld[17758] :

mysqld[17758] :
mysqld[17758] :
mysqld[17758]

/usr/sbin/mysqld --wsrep_start_position=00000000-0000-0000-0000-000000000000:-1

2018-11-13 11:50:31 140122227652864

Version:
2018-11-13 11
2018-11-13 1.
2018-11-13 1.
2018-11-13 11:
Started MariaDB 10.1.33 database server.

'10.1.33-MariaDB' socket:
:50:31 140121915516672
1 140121915516672
1 140122227333888
31 140122227333888

2018-11-13 12:57:05 140122227333888

2018-11-13 12:
2018-11-13 12:

05 140122227333888
05 140122227333888

VAR="/usr/bin/galera_recovery';

[Note] /usr/sbin/mysqld:
'/var/lib/mysgl/mysql.sock’
[Note] WSREP: Member 0.0
[Note] WSREP:
[Note] WSRE
[Note] WSREP:

[ERROR] Slave

[Warning] WSREP: RBR event 1 Query apply warning: 1,

[$2 -eq 0]

(dbl)

ready for connections.
3306 MariaDB Server
synced with group.

Shifting JOINED -> SYNCED (TO:
Synchronized with group,
wsrep_notify cmd is not defined,

port:

0)
ready fo.

&& systemctl set-envir

.ections

...cation.

SOL: Error 'Table 'request_status' alrea...

12

[Warning] WSREP: Ignoring error for TO isolated...489249

Puc. 2.31. OTBeT ¢ gaHHbIMU O cTaTtyce Mariadb

YToO6bI nony4ynTb l'IOD,pOGHbIe cBeaeHnAa o Knacrtepe, VICHOJ'IbSyVITG KOMaHAy:

#mysgl -uroot -p -e "show status like

orm

'wsrep%

[root@cassandra03 ~]# mysql -uroot -p -e "show status like 'wsrep%'"
Enter password:

Variable_ name

Value

wsrep_apply_oooe
wsrep_apply oool
wsrep_apply window
wsrep_causal_reads
wsrep_cert_deps_distance
wsrep_cerc_index_size
wsrep_cert_interval
wsrep cluster conf id

u size
_cluscei_stége_uuid
wsrep_cluster_status
WSIep_commit oooe
wsrep_commit_oool
wsrep_commit window
wsrep_connected
wsrep_desync count
wsrep_evs_delayed
wsrep_evs_evict_list
wsrep_evs_repl latency
wsrep_evs_state
wsrep_flow_control paused

wsrep_flow_control paused ns

wsrep_flow_control_ recv
wsrep_flow_control_sent
wsrep_gcomm uuid
wsrep_incoming addresses

.000000
.000000
.000000

0

0

1

0
1.000000
4
0.000000
3
3

7056e9ea-e736-11e8-90aa-3£49b3e406fb

Primary
0.000000
0.000000
1.000000
ON

0

0/0/0/0/0
OPERATIONAL
0.000000

0

0

0

5063ala0-e73a-11e8-bf90-£2b393£3££58
172.16.88.59:3306,172.16.88.58:3306,172.16.88.57:3306

Puc. 2.32. UHchbopmauums o pasmepe Knacrtepa

PekBnanTbl goctyna no ymondaxuio ans MariaDB: root/iskratel

3.3.14.

UTto6bl NpoBepuThb COCTosIHUE cepBUCOB SDP, ucnonb3ayinTe KoMaHay:

Nutepdenc wnrosa SDP

# service sdp-gateway.service status
# service sdpmonitoring.service status

Mpumeyanue. Mepepn 3anyckom Be6-uHTepdenca SDP nponvwnte B Tabnuuax ariepsona Ha
wro3e SPD IP-agpec KnueHTa, KOTOpbIN UCNoNb3yeTcs A 3anycka Beb-uHtepdelica.
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Beb6-nHtepdpenc wnosa SDP goctyneH no agpecy: https://sdp-gateway.iape.iskrauraltel.ru:8443

Clients

SDP ID

Name

angular-admin-1

angular-admin-2

angular-root

angular_client

angular_login

elenal2

filestest22

igor

iskrauraltel

janeva

Valid Encrypt Key Hmac Key

1 evlYpTfmuB8seMfM3SIZfpwARAuUV1dR57fM/a/xnp  XbxoL/Wnn3RyedPXYTR/Fi88mlykhKjhnMHF36wuE

1 mO05n8V2m115x4b9+gypOxwARAQO614ePTKONd850 Twy9ex2S1LceNLwe+up3mmsuXMb44+rOeiC77F3e
1 SWYmXFlyc/vhe3rhODOjtwARAtXN1bGNb+MJsotc  96k477vN2QAQ/ZqhLfGrqgm8hs9sb7LzeJozbglp

1 3xC/4Hy+glli7r1X0tGQ4AARAOUWeS]tT+IBGI3r kxodsoBDmZ0zNgZQ5pxvZFFvZA6rRfZTaczK/8TV

1 9jwHbYwnCas86HIRDIC7URACIUXFSFKEUy79ZXcq  jvzez3UgD/LalxTVecMTiOb4L47Izgvj4/4PUfKL

1 5Dn4QKpked7dt4VtyPpQIXACybHT/5SegvcOLplt Gl230w05DzD0Uesh2l1art/N2gXEw1cUU2mgV7J1

1 R46gkjDJxvsrdJVItufKvQARALt+sNcg+32AT13 wzL7wP2mJDVKTUIznSRCuqQb1G6c/5Cmy5mLaSbZ
1 P978FVvVojBARM6DCDGG/XQARAketkKyWYESBHESt  +7FLmKLEIMOV2Hk64s9rz3RqLjmaS1VZ+93CLIK

1 qIMfPHK1brpGpaFygOKHERACMSIApDWKLWAV/8r4  YGhXYFJETByo7Ammj+7v95Hdr1H4yE70Z5Ch0i7

1 ZPzhkUpQITINZsv11aSLSBAC6aUCWINFGH3AOsLh  8pKOr1QOwr8AAhpSUASfnAVKMsGaTpM6PGYPzzBb

Actions

b I S I S S SR R

N

Toggle side

Puc. 2.33. lmaBHas cTtpaHuua Be6-uHtepdenca SDP


https://sdp-gateway.iape.iskrauraltel.ru:8443/
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AO «Uckpa TexHonorum»

620066, r. EkatepuHbypr, yn. KomBy3oBckasi, 9a
Ten.: +7 343 210 69 51
dakc: +7 343 341 52 40

an. novTa: iut@iskratechno.ru
www.iskratechno.ru
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